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Cyber Operations in DOD Policy and Plans: Issues for Congress

Summary

Cyberspace is defined by the Department of Defen
interdependent networks of information technolog
the Internet, telecommunicationsprmetewasrokss, acnadmp u
controllers Attacks in cyberspace have seemingl
of participating actors and methods. As the Unit
technology and net woer kceodm pooameynitgsagdrsiibnodumts sw hreutcht eur

the nation is properly organi€ygletoppdetendtegsad
operation of critical infrastructures, as well a
Becausres pcaychee transcends geographic boundaries, m
control and influence.

The Department of Homeland Security is the lead
nat’s omsoencur ity related digfitRBdfassetal sdhpepl Degypaa t
defense of cyberspace. The National Military Str
to support the DHS, as the lead federal agency,

departments and caage nicnifersa sitm uccrt ure and key resour
responsible for defensive operations-on 1ts own
specific agency for the defense of the Defense I
direguidesthe conduct of military operations 1in
cyberwarfare, as well as the delineation of 7role
Nonetheless, the overarching degfiensadstwvaotleeg gt o
This repamt opreatshdertwshafeat | andscape in cyberspac
of fensive weapons available, the targets they ar
carrying out the atft anwchkast. oklifire dpsy icosfe ntt asal lasd di xcirt sutir e e
and a brief overTvhiee w eopfo rrte ctehnetn adtetsaccrkisb.es t he cu
capabilities, and the national and international
De f ens eoucta recryibeesr operations. Of particular 1inter
by the tension between legal authorities codifie
Command to initiate computer net wochk eantatbalcekss ,t haen
National Security Agency to mami puwlnastieonandiaetxtr a
Presidential Policy Directive 20 on U.S. Cyber C
Pent'sgonles of engagWimenttohfeodicatsgkbdr s gatctke nation
cyber atltiawmdks,c dthmand, jurisdictions thdyaunphpodéyitnd
of fensive and defendAivebosygybyrsphaetedpesatteons. wh
Command s houl-wWn ir foimamdamcda usnudbe r U. S. Strategic Comi
assets and its commander with the NSA. Additiona
jurisdictional 1issues as U.S. Cyber Command or ga
net wotkuntdkea gird critical infrastructure. Interr
is evolving, and may have gaps for determining t
“ar me d "a ftutsaec ko’fi nf ocrychbee r s pace, andawhbe ttineoakpgdobl.i
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Introduction

Cyberspace has taken on increasedthsotfkayteet gaisc 1 mp o
anothersdaomdiar t o +tahadt meat plreodseacdtuw rtehde itro nat i o

inteCybe¢sspaesrot hewi dhemep o obwomtthi aclooper ation and ¢
The Obama A&mi2nilsOt rNaattiioomal Security Stasmtegy 1d:¢
one of the most serious mnational "security, publi
Cyberattacks are notweran atoimmmoanl ecl ccmmfelnitc to,f bwmt h on
conjunction with brTeaded smihtalvideg gpeeatnmens . net
outlets, banking services, and critical infrastr
may beors maalrlge ; cyberattacks have defaced websit
cut off access to essential information and serv
Despite being relatively common,ovyberandacthkwant
in particular because politsacwurfdod monliivme eodr iamitm
organizations are easponeojyedncyBesptetrohks afesod
difficult to proven.deThewhrieclha taicvteo rasn conpyemiattye uw n ¢
degree of plausible deniability.

This report focuses specifically on cyberattacks
fradmplomatic or fnauwuntiindd ybepdrs vih¢ps dal
ntimidatiopnonlofiddHmewmaiarv,i sdtrsaawing clean lines b
yberterrorism, cyberespiSdtndgegamahdomyboer srcmery

yebr attacks every day.i VMiegncphdr amtdeack sshmits € omal it
is an open question. S ome experts conte
on includes the destruction of physical
yhbee rawtatrafcakr emu stt ori ginate 1in cyberspace
ical 1nfrast ranectounrter,o Imiclaiptaabriyl ictoimmandnd/ or
v4Ohu 4 lhse. ost hmen a hhyanwflesmonel us ¢ weo f facc®he s war

ladd diintcilound et,0 icyberattacks with kinet:
uption of data, the disruption of s.ervices,

y becompendeateagpionghyiiaadf onhati a
ions are crystalized. A cyberattac
he military will respond under the
ssyantems which would warrant a mil
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! Information contained in this report is derived from unclassified open source material and discussions with senior
government officials and industry technology and security experts.

2 Crowd-sourcing refers to the use oflime communities to obtain ideas, information, and services.

3 Industrial espionage events are widely covered and notorious: attacks on Target, Home Depot, and Sony have caught
national attention and have serious economic implications. Such events, holhadlesrging, are not considered
warfare for purposes of this report.

4 Bruce SchneieiSchneier on Securifyndianapolis: Wiley, 2008); Michael Schmitt et dlallinn Manual on the
Internationl Law Applicable to Cyber Warfanrepared by the Internatial Group of Experts at thavitation of the
NATO Cooperative Cyber Defence Centre of Excelle@ambridge: Cambridge University Press, 2013.
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Background

Cyberspace: The Operating Environment
The Internet represents a portion of the global
and systems that are Imatl udeerdn e@ontoendg tt ch etslee alret enratt
assets whose compromise could have serious conse
Review, the Department of Defense (DOD) i1identifi
domai n, al ong wiPtrhe vaiioru,s sveiae wasn do fs pcaycbee.tr s pace had
enabling or force multiplier aspects of i1infor mat
Cyberspace is currently defined by the DOD as a
environment ecoinnstiesrtdienpge nodfe ntth net wor ks of i1infor ma
and resident dat a, including the Internet, tel ec
embedded proces Slotr si sanadl scoo ndtersoclrliebresd smn ctér ms of
net wor k, (2) a logipetsnatwork, and a (3) cyber
f Thphysicalisnebwpbked of the geographic and pt

components.

f Thleogi calc omestiwsotrsk of related

el ement s

abstrac

net wor k, (e. g., a website that 1s hosted on s

accessed through a single URL).

1 Theybpeerr sonas dsaytthe rules of the logical net wi

diditrepresentation of an individual or entit
Because one individual or entity can have multip
responsibility and targeting attacks in cyberspa
thseatwhen an authorized user or users exploits |
purposes.
From a militaopepatspoaatiseayicompmaente of the cor
ci cumstances, and 1nfl uencielsi ttiheast aanfd ebceta rt hoen etn
of the c'Tmmahdremati onsemvhier agmertgate of individu
and systems that collect, process, di sseminate,
physical, idfoocgmittiiomaldi meansi ons .
Cyberspace operations employ capabilities whose
through cyberspace. The following section gives
these objectives may be achieved.
Cyber Wesapo
There are several tools through which effects in
severity from disrupting or slowing down access
destroying entire network epetapbpiencanThanget ¢dr g
individual hacker groups to nation states and th
most common attack tools, or cyber weapons, that

5 Department of Defense Joint Publicatiod® Cyberspace Operationgebruary 5, 2013.
6 1bid.
7 1bid.
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Mal ware

Mal ware is a general tevrinr ufsoers ,maalnidc iwoursmss oafrtew avrae
mal war e Bot s, as described bel ow, are used to e
computers, linking them together into botnets th
way that othee, fsowons aosf vmarluwsaers and wor ms, sprea
spread by infecting a host. They attach themselyw
are standeplldra, i%negl pr ogr a ms .

The first known malwasecoadmddiat 1P€6, by vwbpubyr ot
They named the virus Brain after their computer
addresses, and phone numbers in the code. Callin
the brothetenthimdnno THdyiwere simply curious to
could travel. Within a y®ar it had traveled arou

Malware that targets the internal net works of pa
“‘watehhollegst oermpfiblic websites frequented by empl
iSSpearphsshidngg emails to targeted individuals 1

email appears to be innocuous and sent from a tr
vimal door'Se ab‘h tgsaipdpaceds wor k s , computer systems t
connected to the Internet, are mnot vulnerable to
be infected by viruses and wtohrummb whreinva,n extier ma
a networked computer.

Robotic net works, commonly known as botnets, ar e
together by a script or program. That program (t
of tkd Imbechines. Botnets are mnot mnecessarily mal
enables desirable communication across the Inter
t h 1990s However, programmer si lhiatviee sf iignu rweidd eol uyt
Microsoft Windows operating platforms to degrade
net woafktsen without the knowhedgerdBechbsmpehetyor

omated programs, nwlkaeamenteclamalsdcdkebotver]l wwok

ning them “zombBthanetworkecobdbperated remotely.
m is generated by bodst nkenaswWihaddoat , t hen dhons tarceo
aware thatpaheiofcoampatees, artke only indicat
pon¥e ti me.

8 CRS Report R41524he Stuxnet Computer Worm: Harbinger of an Emerging Warfare Capabifityaul K. Kerr,
John W. Rollins, and Catherine A. Theohary

°Joshua Davis, d“XYohmBeMd Affege Bl e He Wited Ddceinber 24, 2D12c a pe Hi msel f, °
http://www.wired.com2012A 2ff-john-mcafeedaststandall.

Chris St r dunchHackPHreold WbStreet Siege Seen by CybErx p e BloosbetgGovernmeniune
23, 2014.

11 Zheng Bu, Pedro Bueno, Rahul Kashyap, efféle New Era of BotnetMcAfee: An Intel Company, white paper,
Santa Clara, CA, 2010, pp-43 http://www.mcafee.conustesourcesthite-papersip-new-eraof-botnets.pdf

2yohn Markoff, “A Robot Net wdevkYork Tirectober®0, 288. i st Your Compu.

B3 Richard A. Clark and Robert K. Knakéyber War: The Next Threat to National Security and What to Do about It
(New York: HarperCollins, 2010), p. 13.

Congressional Research Service R43848 - VERSION 4 - UPDATED 3
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Early botnet operators were often skilled coder
skilled botnet providers exists, tbartt iompg riant ox &0
bots got considerably easier to use as the resu
bots by pointing and clicking, resulti*lg in a
addition to unwastednageancecfoatengdegnbddB st attacks
mal ware.

Distributed Denial of Service Attacks
Distributed Denial of Service (DbmS))umamtgadckhs f1 o
t arspatn d wainddt/hor overl oadihnogs tt hsee rcvaepra, c irteys uol ft itnhge
These atdiasctk’db baartcade effective attacks employ

of requests across an enDDorS antettawokrsk aorfe zuonmbgi uee c
reasons: (1) vuhagradbdp I'sa tsioefst wianr et hoeri ro pteartagteitn g
beasily rpaptaci’fr&dd; eoach 1 nidsi va dlueag i tpaamulakteett r € qmua ts &
and otal volume of packets givesvenmidtyt odk tihtes
attack 1s measur e dniln ktee nmmd waff ei, t swhd wrha tail a re.r s
DDoS attacks consist of the same types of packet
when making a | egi tfifmarteen cree qiuse sitn tThhee nounnhbye rd ia n d
the attacker generates requests. The goal of a
unavail abdsepe®ns noam, thereby preventing users fro
duration Bf the attack.

The pathway of a DDINMeStollddayk iits iksn oowmmmaen af or
multiple vectors A DDoS attack carried out by
services for days, we e ks, or akeendmant hge MMdbdr &
that amplify their strength through a process

to amplify an attack, for instance by tricking
larger packet ntalan wlatt ,wasncareiagies an already
advantage. Botnet applications not only make DDo
redundant and decentralized nat®re tofedthye, TatRDm
att auclkd ctoemporarily take down the entire web by
on which all In¥lemr nperta ctriacfef,i ct hdiesp emadss .not ye't

>
<

omated Defense Systems

Retaliatory hacking, a 1 ebsepeonn sues etdo inne ttwhoer kp rbirveaatc
gained traction withi“acDODe HTHheeiscemspmtse 1ttoi asltlayg eo fa
operations may occur when a systems administrato
assumed point ©é popeigiayeecot hdestroy information
complicated for two reasons: uncertainty in atta

14 Zheng Bu, Pedro Bueno, Rahul Kashyap, efféle New Era of BotnetbicAfee: An Intel Company, Whitedper,
Santa Clara, CA, 2010, pp-43 http://www.mcafee.conustesourcesthite-papersip-new-eraof-botnets.pdf

15 Ziv Gadot, Eyal Benishti, Lior Rozen, et dRadware Global Application & Network Security Report 2012
Radware, White Paper, Mahwah, NJ, 2013, filel///C:/Users/aharrington/Downloads/a7b994ii6e 4cd 7-bf8c-
236ble7e4c67.pdf

16 Ziv Gadot, Eyal Benishti, Lior Rozen, et &adware Global Application & Network Security Report 2012
Radware, white paper, Mahwah, NJ, 2013, p. 18.

17 http://www.rootservers.org/
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terms enacted in the CompWTtheirs Fraaws dc rai nmdi nAabluiszee sAc
unaut hborreiazcehde s andr otdhtted computietry, including t hoce
and use of botnets. Although the military would
national security c¢crisis, the gowvg@genmant emayifhdo
hacking as the firsts |ldmiet iodaldeifrefarsas tfrouwc ttthree .n ak
Defense Advanced Re(s2ARPcAr) Phraosj elcatusn cAhgeedn cay Cy ber
program to hasten the dye vseylsotpenmesn tc aopfa baluet oonfa treeds ps
neutralizing cyberattacks as fast as they are 1a
configured to launch a counterattack in the dire
Targets

Attacks on informaytidegraeadkeknobogihmadste xadaonpwtaetre.
The intended effect of a cyberattack can be rela
cyberwarfare, two areas are attractive targets f
neowks, and critical infrastructure and industri

Government and Military Net works

n states a
gaining an 1inte
in a time of c¢r
rget of a mas
DOD ¢ Itawsosrikfsi.e dT hnee di scovery of the mal ware,
eanup opnreametd oBiucckoddWbhi |l Yanheeincident appeare
pionage and theft of sensitive infoarmation, i
dden, more nefarious function, such as the
sinformation.

Natio
i gencrt aad vmaltagieqguorcdde ptoli @t

et - B o W V)

oS 0 60 =

itical Infrastructure and Industrial Cont

-

l1ia

omperations and are ownedExammploperaf etdh dse t
ude energy, transportation, financial servi
or s
ard

oS e

wpaarret,y tuhtiirldi ties, and interconnected net
rsgeal e industrial control systems (ICS), such
CADA) systemst itmhea ti npfroormmattei oonp attoa tror s , present

ve ma noyn feoflfleocwt s . These systems, as they cont
at form, areDerfeefnesrer ele“pt poe thaye ntthned s t ec hnol ogy.

T o<~ o®~3A A

—o = e

1818 U.S.C81030

®Ellen Naka sihnitnrau d e“rC ysbpearr kWashington Pas@ecember & 20kl t ¢
http://www.washingtonpost.cométionalhationatsecuritytyberintrudersparksresponsalebate201112/06/
glIQAXLUFgQO_story.html

Critical Infrastructur e systeméanfl assets,dvhethaer physical br.viSual,Go vitditb 9 5 ¢ ( e )
the United States that the incapacity or destruction of such systems and assets would have a debibietiog imp
security, national economic security, national public health or safety, or any combination of those’matters.
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From highly specialized equipment, such as wurani
air conditioning systems and office photocopiers
hardwar eenfaomcemaamd operations purposes also make
cyberattacks. akainst oparetdofifereahnohagyi 0Od) 1
technology (I T) atctaanc kpsr obdeuccaeu Alkeit dONtw igdt t @fEfkesotmg r o1
pramily mundane infrastructure, these built envi
environments, which adds a complicated layer to

Actors and Attribution

With low barriers to entry, muheé¢ti pdedace¢eower kmag
technology as a means to achieve strategic effec
politically moti“hatetdorthatt&kmmo rgirsotupsndrother crim
Directly attributiengfatheber gtrtoaaplk tcanabye aeihallc
they may sometimes operate in concert with each

Nation States

Cyberwareioepgsndge omtr s gsathastneast ivwvhno devel op capabili
cyberateuwpgikort sa sctawmmtergtTch eosbej eecnttiivteise.s may or may

on behalf of the governmeantttamwhbt gpe{podctofto targ
cyber.atMoarceckover ,acg befitwanr rhloamadr yywhbka hbetnati
has been cavtiteasu k@mgla omst tThypticadvdyhryg. foreign gove
presenteoeddwntchk that a cyberattack is emanating f
attactkodlddaits eheaperp acted,nooft tahe itrh eo vbne hweoslti toifo nt
gover nment

Politically Motivated Hacktivists

Cyber haacrtei viinsdtisvi duals who perform cyberattacks

ot her nonmonetary reas owhso aFtxtaancpklse sa itneccl hundoel osgoyme
personal challenge“ [ wwheaicdrieg Hit,a dealerf’dt vear smteads aa

member of the cybhogmnmnaudprAmkkeymams attack for pol
activities of t hne ssei ngprloew pnsiu Dasainth tcreacrkge tfor adi srupt i1
government and private corporation business proc

Terrorists and Organized Cri me

Cyberterrospensmpmemd agzcatbet ors who engage 1in cybe
warfare. Transnational terrorist organizations,
t ool for plermiung i mtgt amkls radicpdopagandaembemd, (
comuningiNoi unclassified reports havienibteicant epdu b1l i s h
cyberattack on U..Blowewerjcaéaheianfsentrattopopmponen
infrastructure ard odamamrstsr amldy eovwelnn tleemsttéreu c t 1 on
2007, a U.S. Department of Energy test at Idaho

2LFor additional information, se€8RS Report RL3178Tnformation Orations, Cyberwarfare, and Cybersecurity:
Capabilities and Related Policy Issyéy Catherine A. Theohary

22 For additional background information, see archi@&5 Report RL33123errorist Capabilities for Cyberattack:
Overview and Policy Issugby John W. Rollins and Clay Wilson
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shut down parts of the electrical grid. In the t
on a replicas ode mecupactde ri-de &t son ts cetl .f

Advanced Persistent Threats
The fAdrvmnced PetSART) nhasThbeatr used within the i
e

t o des c esitbaet en actyiboenr e s pi onage activities. However.
statponsored may also use APMmMiltec¢hnyquadyanoagein
Characteristics of an APT include aolé¢ghalewgl wbd
the targeting of certain networks or servers to
or to cause damege fLokelypetargeecstanclude govern
corporations in critical infrastructure sectors
transportation, and health. I'n 20 #p3a,get he U. S. s e
intel lpgrtncen ra Chwhniecshe tohpee rfaitrinotnhaak he géddbkbyd a0 AL
hundreds of terabytes of data from at 1least 141
20FMandisammal ysis coinglhlidledl gshgosovr@gRThewte d t o be
t heB@r eau o f’s thieb &realpriln@enr aAlr mSyt a’sf TH eDpeaprajta medmetn t

one of the mostis pceyrbseirs ttehmwte acdf aChiomas .
Attribution Issues

Analysts trying to deter nfitneen tshtey noireidg ibny otfh ea ucsyeb
First, computers infected by a botnet may be 1 oc
country of o rfsi gcionmnoafn dtehre, bkontonwent as t he bot her de:
server comttmelt]l immg thhee otbscuretdpdbegr tdfef bwamval enc
addition to these concerns, Internet provider (I
of a computer that 1 aunch®&d oaotif)Jamtdt etvlke naavwabe df ak
IP address, 1t may be virtually impossible to ve
attack was launched. This uncertainty is also tr
unbeknownst to tshteatues elre acdhibunheodnmntlaiomability 1n
cybersecurity and network control is plausible.
and the cyber weapons at their disposal, states
cyber actotbatanappeamnctkse stem from within state

Threat Environment

Cyberattack 1s a pedesicrtichttls attchwlheantts. pTrhoivso kseedc tai opn
and/ or military responselTlHa omaseasdtewrdi @asn pmeviode
ex h a ugsetxicleu dieach yarienst ances of cyber espionage that

international, itrhcisfd esmwscetsi opnns mendly on cyberattac
strategic efdattsple£2) apdape mactairorny, i(mdp)l i cati ons
the ability of amisltiatpaerrsa o i@omr ¢4) ouhr datamepublic
reliability and security of information on the I

23 Accessed aittp://intelreport. mandiant.comandiant APT1_Report.pdf

24 Peerto-peer software refers mmputer networks in which each computer can act as a server for the others,
obviating the need for a central server for command and control.
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Cyberattack Case Studies

Each of the cyeykedodmtddRlusitomattleciss as di fferent tact

weapons 1in cyberspace. The event s
i

i
and/ or war n cyberspace and the role of

SUUOOPEOW" AETl UEUUEEQWEUW2DBI T 1

n each
|

of the
t he mil

EstonBal i scastate of approximately 1.3 million p

t he Soviet Uni on in 1991. In 2004, Estoni

a joine

Estonia distasnghes hodei t)sfeSf(ypecea awddeoli depopul a

e h O

de
1 n e rcaybbleer.Z@ttot a ¢ k
h

mor ningwe?teRPoS la 288, ¢ RgPe0d7 ,we bs it es

- =

e
X t

y 80

sh frdmtAEMs.r s
t work and the ¢ d
stand back up fore the next wave of
ternational tra ic, closing the gates
ngl ersitthe cwurse of days, this attack
vereign natio*h to a halt for weeks.

al
r e
be
ff

(AMH'F’SOWSO<OOO

cC B o 0O OO0 S

ommuni cat iToond asygf tEwamoemia is one oEsthbaim@mast wir c
nduct most of t hevean daggultryytbhues ibnaessisc ornilgihntes, a nd
moictriazd s hi p, s utchhe alsn t¥esrtnaentge s tht puEhtonia

1in Est

wo weeks, attackers targetetdo chruucdiraecld ss eocft o
vernment, bankEantggniaands media wrdblpagtes .ban
so targeted Internet addresse
iVitcalr ds erevidds agiimm]l 3 ys d & sne

attack.
against

brought

Th@ 007 cydbeappe¢arckto havOnorAipgidatdd 2% O0ORys £isd on
carried out a confar Woet seirdh rsptlahtnu et oo fr eal oRceadt eAr my

centr
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25 Joshua Davis;Hackers Take Down the Most Wired Country in Eurdpired, August 21, 2007,
http://archive.wired.conpblitics/securitymagazinel5-09/f_estonia®urrentPagesdl.

26 Richard A. Clark and Robert Knak8yberWar: The Next Threat to National Security and What to Do About It
(New York: HarperCollins, 2010).

27 |bid.

28 peter Singer and Allan FriedmaBybersecurity and Cyberwar: What Everyone Needs to K@xfiord: Oxford
University Press, 2013), pp. 1-101.
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.inm, Tmedarly 1 million computers around the
g at 4 million packets per -fsoelcdo,n ds,q ulenetzeirnnge
ndwidth *f an entire nation.
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re for t heEsstuorngiea,n tchoemphuetaedr oefmelrhgeet necdy trhees p
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29 Joshua Davis;Hackers Take Down the Most Wired Country in Eurdpired, August 21, 2007,
http://archive.wired.conpblitics/securitymagazinel5-09/f_estoniaurrentPagesdl.

30 |bid.
31 bid.

32 Martin C. Libicki, Conquest in Cyberspace: National Security and Information Wa(f&eeshington, DC: RAND,
2007).

3John Markoff, “Bef or eNewXork Tiheshugustidd 2008dty:hvevw.nytimesacont/ s ,
200808/1.3technologyl 3cyber.html?r=0.

34 David Hollis, “Cyberwar Case Study: Georgia 2008mall Wars Journallanuary 6, 2011.

35 For further discussion, s&RS Report RL3461&RussiaGeorgia Conflict in August 2008: Context and Implications
for U.S. Interestsby Jim Nichol
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bordbkhazia and RAcuttl nO@s omtss ames eqf swlpamawdrmrsda sbel
to be Russianlapbedawi faf®Georgian police.

In -mabdy, the cywbder althtea oGk sdsr sgw eabns iPtree swegpse mtih d ef i r s t
target. Although the DDOoUS Baatsteadc,k cvoenenteorrc ipaals slePd at
experts identified the mal war ea“MahcahtBDohxa 8 ker s us ed
cntkret. Machbot is written in Russid&n and a know
Report eRdulsys,i apm ohackers were discussing the attac
addition -popofhkehagheck, hackers nalsseof vteernsp.or ar il
Three weeks 1later, on August 8, Russian tanks c¢r
Accompanying the ground invasiOme waffi tahhegeftiomdt r o
was an online f eGeuomr gpioapnu lhparcekseimpsh.i plehoiast t ack reduc
not entirely liminate, the numhMer thff dowmtpesr att
moved in, Georgians were unable to access 54 1oc
communications,gf)ivn“:?nmentand t h

Georgian offictindal tkansfreet ede £ ¢ urhcoesst tsoe rU.eSr.s,
Refuge for some websites, including those of the
by an American exdguttiwndhdfwemdgt companyaflal ip Sys
without the knowledge or authority of the U.S. g
attacks on 1ts servers, a fact that raises troub
cybervwhrfare

Thfi ghting lasted five 'dalystedDmet ngonheadtitomewagG
attacks and unable to communicate via web with t
the same target patterns as tshetdlinndg acmult atilre i nv
communications prior to bombing or ground troop
cyberattacks and the air attack sparedercgytical
sector.
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Whemogrammers at a small Belarussian cybersecur:i
worm in June 2010, they knew it was wrwsually so
day wvul hienr aMiicliiotsdyo ws . WMa l wa pe ogh a mdlecuvsesl mvapretr ss

by i1identifying an unanticipastyesd ewmesa kinse srsa rien tEhvee
cybersecurwhyg espegiahlbthadenoeciddaSjuxhehow soph
new worm woul®Tharind otaatgmifinog dikmodustrial control s

%Mi kheil Saakasheihi]eS8khen 6eor wh aTheGuardiahMatch 1#,2614. t o Ukr ai ne

St ephen W. Korns and Joshua E. [RaametersiVinter2@08, p.655e or gi a’s Cyb
http://strategicstudiesinstitute.army.rpilbsparametersirticles08winterkorns.pdf

38 David Hollis, “Cyberwar Case Study: Georgia 2008mall Wars Journaldanuary 6, 2011, p. 3
39 | bid.
°David Hollis,hSt“uCyyb:e rGreadsmagONassdburmalRanuary 6, 2011, p. 2.

41 Stephen W. Korns antbshua E. KastenbertGe or gi a > s Cy Parametdrss Winter 20080 k 65,
http://strategicstudiesinstitute.army.milbsparametersitticlesD8winterkorns.pdf

“2David Hollis, “Cyber waSmalWassdoudallandayy 6, 2@t p.dgi a 2008, ”

Bp., Mittal, “How Digital Detectives Deci pMredrJelydll,St uxnet, t h
2011, http://www.wired.com201107how-digital-detectivesdeciphereestuxnetall/.
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remote locatboh wnrneahDANGE nsgevawoahms fitechmmlte ctoard glet wa s
revol ut iammda rtyh i s ’si sa uw hhaotrhsS thvadad e t
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Nat dalthze. first c¢clue was the pattern of-infected c
gapped networks (1.¢e., those not connected to th
local hosts viivae.a WhSiB et hau wbo mdprut er scanned the ¢
drive, the worm surreptitiously installed a part
security certificate that fooled its host 1into b
progr am. From its initial host computer, Stuxnet
Al though Stuxnet did not propagate itself throug
to the Internet, t he wor m wmautlido na ubtaocnka ttioc aolnley obfe
domain names hosted on servers in Denmark and Ma
that infecte®h hoammpt hooynewederected that traffic
controlled. By anaglyhengxphketscsowkecet adbl dataod map
Unlike most malware, which spreads rapidly throu
States and South Korea, Stuxnet was over whel ming
i nfe cntpeudt ecros , 22,000%were located in Iran.

The second clsud nasntdee dStteapestteadvlayy nghan, 2009, I nt
At omic¢c Energy Agency inspecthbasenagecedt ¢ hetswhkn
was remowpagrang centrifuges in it%® uranium enri
Centrifuges built to process mnatural uranium int
or building a nuclear warhead, are ew®»nhremely del

ratnhy, i rregul aristottser iwi hl ceadsieanfgieplepd amtc esn Ehe

twomld cause it amd sdd ni rorueH Aosfadeyjonetrdsooaha grei. t y

i lists dug deeper 1 nthoatt hwe rceo dsep e ctihfeiyc itdoe ntt
oSimpstiemWingfCo®tetepd by the Ger man company

me controller dfmanchmenti faictidividi@si aum control
et identmdliwaretsautamgeitcalthy commanded t he
encies significantly faster and then slower
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441n his memoir,Thomas Reed, a former.8) Air Force secretary whserved in théNational Security Councduring

President Reagan’s tenure, describes a successful CI A plot
tricking Moscow into stealing boobirapped softwareThe faulty ICS software overpressurized the system causing

“the most monunm@al nornuclear explosion and fire ever seen from spaikec Russell CIA plot led to huge blast

in Siberian gas pipelirieThe TelegraphFebruary 28, 200http://www.telegraph.co.ukewsivorldnews/
northamericalsal455559CIA-plot-led-to-hugeblastin-Siberiangaspipeline.htmj ™Mi chael Joseph Gross,
Declaration of CybeWa r Wired, April 2011, http://www.vanityfair.com¢ulturefeatures201104/stuxnet201104

45 Eventually, specialists identified over 100, 000 corrupted devices. For mdte.seeMi t t a1l , “clivesw Di gi tal D
Deciphered Stuxnet, the MdWraed JWyelh 204 htip:AwwMwitedvcomr2011G7m Hi st or y , ”
how-digital-detectivesdeciphereestuxnetéll/; R a | p h TolKil a @entrifyge A° Technical Analysis of What

Stuxnet’s Creators Tr i ehitp:/weow.langnericanehp-contelNuploads20i3Ni/To- 2 0 1 3,
kill-a-centrifuge.pdfWi 1 1 i am J. Broad, J oh nilsradaTestanWérm Called Crudihirviiani Sanger ,
Nuclear Delay New York Timeslanuary 15, 201 http://www.nytimes.con201101/16Avorld/middleeast/

16stuxnet.htmifagewantedadl& r=0; Paul Kerr, John Rollins and Catherine The
Worm: Harbinger of an Emerging Warfare Capabhjlif§ongressional Research Service Regddecember 9, 2010
¥p. Mittal, “How Digital Detectives Deci pMredJelydll,Stuxnet, t h

2011, http://www.wired.com201107how-digital-detectivesdeciphereestuxnetall/.

47TAnne Harrington and Matthias EngléftHo w Much is Enough ? gyBiddVeapansiNuciear s o f Te ¢ h
De t e r indntermatiohal Relations and the Global Politics of Science and Technatdgy Mariana Carpes and
Maximilian Mayer, Berlin: Springer, 2014.
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Me anwhil e, Stuxnet evaded detection by making it
(wia computer screen) that nothing had changed.
The overall effect of Stuxnet on the Iranian nuc
acknowledged the attack but maintains that Stuxn
incresatseckpisle of ®ODavidhdAd Ehr ght i mafd WaHe olnmds t i t u-
for Science and International Security argue tha
starting in late 2009, Iran meqamaendt mofi ewaecrk.t ri
Al bright and Walrond did not dse feifnfiitciiveenlcyy atrog udee
nor did they discount “kthaits ploiskdaby lthagt mwmkticplde
a rtole in the neéismi oifsfliuhedl d&effnPreic dThhmeeenatv apillaanbtl]e. .d.a.t a
too general to det®rmine the actual situation.
No one has claimed responsibiliNewfd¥orkhdi mesack
reported that StuxhetUwased $toatmes veamd ukrer @adl t R
constructed a centrifuge plant at Dimona i1identic
United States allegedly provided information abo
accesshtbadvhbeen gained through a cybersecurity
Idaho Natlional Lab.
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e DOD and U.S. Cyber Comman

Department of Defense is responsible for sec
ense 1nformatNij)gn oret wndrlksdom@@BDl formerly kno-n
ormation Grid (GIG). The requested cybersecur
lion for FY2015. This figireaeqapnsdsantosvea agdr tl
DOD yhat 6amproximately $36 billion). The DO
llion from 2013 to 2014, but this increase may
ements Heaywbke rds€gcdmgrdams. In general, the DOD cy
mp ses the following activities: Information As
bersecurity Initiative/ Defense Industrial Base
mma®n d .

ter recognizing that «cybeweslplacaes ias sat rgaltoebgailc onp
set, DOD reorganized its cyber resources and e
i ssusiufbi ed command under t hleodatSed Satr ak @mgti c MdCa dn
ryland with the Nat ilotn aclo nfbeicnuersi toyf fAegnesnicvye (aMSdA )i
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48 The cybersecurity company Symantec has since established that theneultigle variants of Stuxnet. The earlier
variant closed valves, causing a build of pressure that will make the centrifuge wobble and damage the rotors, rather
than directly affecting the rate at which the centrifuge spins. For more, see InstitBtéefoze and International
Security,Basic Attack Strategy of Stuxnet 0.5 revnstitute for Science and International Security, Washington, DC,
February 28, 2013ttp://isisonline.orgisis-reportstietailbasicattackstrategyof-stuxnet0.5/.

49 Dr. Fereydoun Abassi, Vice President of the Islamic Republic of Iran and Head of Atomic Energy Organization of
Iran, “Stat e méGenerahQonferehe , 1 AEep t5 & nPbMittal, “HoWw Digital Détextives

Deciphered Stuxnet, the Most Menacing Malware in Histoired July 11, 2011, pghttp://www.wired.cen/2011/
07how-digital-detectivesdeciphereestuxnetall/.

50 David Albright and Christina Walron@®erformance of the B2 Centrifuge at Natannstitute for Science and
International Security, Washington, DC, October 18, 20ftp;//isisonline.orgisis-reportsfletailtest18.

Wi lliam J. Broad, J oh nisradaTestan Wérm Called CrudiahirviianiNudearDglédyr , «
New York Timeslanuary 15, 201 http://www.nytimes.con201101/16Mvorld/middleeastl6stuxnet.htm|?
pagewantedadl& _r=0.

52 Source: Internal Department of Defense budget documents.
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capabilities and -sitsarc ognemmaenrdaeld, bayl sao ftohisr di rect or
primary missions are information assurance for N
intelligence. Al stohel oCceantterda | wiStehciunr’s NS A Sipsrolicegy t |
component. As an intelligence agency, NSA operat
and National Defense. U. S. Cyber Commatnhde operat e
aut hotrhirtoiuveggsh which the military organizes, train
nation.

Cyber Command Mission and Force Struct

As previously stated, one of the main missions o
the DODIN. Im hdasr nomgnihafiame the SenaViecdAr med Se
Admiral Michael S . Roger s, tapped to become the
duties of the Cyber Commander thusly:

The Commander, U. S. Cyber Command (USCYBERCOM) is responsibéxécuting

the cyberspace missions specified in Section 18.d.(33dftlified Command Plan (UCP)
asdelegated by the Commander, U.S. Strategic CommandlREBCOM) to secure our

n a t ifreeddmsof action in cyberspace and to help mitigate risks toational security
resulting fromAmericd growing dependence on cyberspace. Subject to such delegation
and in coordination with mission partners, specific missions include: directing DODIN
opeations, securing andefending the DODIN; maintaining freedoaf maneuver in
cyberspace; executing fedpectrum military cyberspace operations; providing shared
situational awareness of cyberspace operations, including indications and warning;
integrating and synchronizing of cyberspace operations with combatantacaa and

other appropriate U.SGo ver n me n't agencies tasked with defend
interests in cyberspace; provide support to civil authorities and international partners. All
these efforts smisgiopsincyberfpach of defenglihe natioh dgainst

cyber attacks, supporting the combatant commands, and defending Department of Defense
networks

erators at the U.S. Cyber “Cybnanm n#a latrhe® usgohme t i me
is term does notemppofirDefienféidefil nDepenstsm Re
CYBERPOMnned workforce structurescaliledd clues
ber warrior might uWashitndgtDheFPwIsdtn haeaplolrst efdo ri n
eation of threei oypkEsrods Cybemnm MilbmaCybnd s s omm
rtesprotect computer systems that undergird el
frastructur eca tdicoenmaeld acnrdi tefeccoamlp attioc nmis $teou chnetlfypg r ¢ e s
mmasndaelrroad plan andheexoddtea sad tvdey bodpre rpant oi twencst;i oa
r'tesfortify thesDedeWeekDepart ment

€

e multiservice Cyber Mission Forces numbered
ans

]

n to expugld Yy he2m0@® soldiers and civilians.
6, 200, with a deadline at the end of FY2016.
ument was r e po fatdeddi ttioo nhaalv ec asptaabtieldi tgyh ambay be n
acity for the [Cyber Mission Forcé&fdraad to p

0O QAT 4 o = Hho o O
® OO0 /7B OO0 B O LnngEv

53 Advanced Questions for Vice Admiral Michael S. Rogers, Nominee for Commander, United States Cyber
Command, Senate Armed Services Hearing of March 11, 2@tp4/www.amedservices.senate.gawo/mediatioc/
Rogers_0311-14.pdf

54 From http://www.washingpnpost.comworld/nationatsecuritypentagorto-boostcybersecurityforce 20130127/
d87d9dc25fec11e2b05a605528f6b712_story.html
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whodffovernment and nation apPpliSoGaYctBhERCOOM ecur ity i
Commander Admiral Michael S. Rogecress hwisl Is abied atbhoa
80% military and 20% civilian. At a recent confe
Lieutenant Mchawghl iJmmeasi d the Cyber Mission For
teaomfs tacticalPsuppost thhkt m@athbat amd €bdmt at 1eas
teams would be used for defensive measures.

Each of the four military services Addowifdaeshecybe
servdayxlker dilwainsitoonssteadily 1inepemaswwotcheitthenmmixer
t wo years.

USCYBERCOM and Information Sharing

May 20adtbpesbhbpdl ot voluntary program (the DIB C
fense induXNSAyapdtroD@osbhrasr,e tchice s s Df i edf bhmeation
aokledhiknder the DIB Cyber Pilot, NSA shares thre,
pa@ne sacfpetche wasogthaming by the NSA of threat

m

rough its c¢computDeHS mnsounbistieagruteniged &yd t i Ciybiee s ecur it
rvices Pilot (JCSP) in January 2012 and announ
rmanemhe mwdnadmed DIB Enhan@ELOSGCy tehres efcduwrsitt yp hSes
is program, DHS c¢commummeractieal wlirtthe rpmertt iscel rpwaitci en
rectly, while DOD still serves as the point of

o +rTo LN+t o »n o -
50 0 50 o B

Aut horities

Aut horifSSiméd iffear yUoperations 1in c yabcecaosrphicmg atroe n c
natur eeafcetilvee d tehsrpeiaotn,a gweh e tchreirme , or war. I nstea
accor dihemg dtoama i n (. mi 1, . gov, .com, @ascopposecwhtc
its motivations or effectsss Pdeisndgmedtadr Pdbdtaiyl
distinguinktwobksimettran semd fleanmsd vaen caynbde rdsepfaecnes i v e
oper aotni othhse ot her .

U.S. policy on ac¢daptormdsnkadgdmaste fisameoework publish
Depart mentr ¢siNfa tGoormmel I nstitute of Standards and
implementing the framework is shared among diffe
witBCWYber Commpotheon bleke . mil domain and the Depa
Sectuyreis pofhied btl ke .Agloow td ooma ionf t he NIST framework
private companies and their own network defense.

One of the instruments through which offensive ¢
cl as SEixfeiceudt €d 0irmdeed , by DOD as an order i1issued by t
Chiefs of Staff, at the direction of the Secreta
President to initAamader diidg ttaacd yThhep eFeaddiomtsi.ion of
Seciye Neiwrss ,Force -1d9flenCiombmmdd0 and Control (C2) f
Cyberspace’d@p edaStMidalmdthaiCd a s si fied processes gover

55 http://www.defensenews.coenrticle20141103TRAINING/311030018As-cyberforce-growsmanpowerdetails
emerge

%Wy a t t Qybar €ammand trying to get running start, add st&fars and StripgdDecember 11, 2014.
57 DOD Dictionary of Miitary and Associated Terms, JP2.
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[ command and control] of AF [Air Force] offensiyv
conducted by AF Cyber Mission Forces are address
Chiefs of Staf fcl aBexde)cfuitses uOerdd®8drh eVt ¢ ¢Jlvand mh ¥ .a |

Mi chael Roger s, as a nominee for Commander, U. S
before the Senate Ar figdo Sreaphice sc Cmbnanti ¢ t te ec d thmad n
have authoritytetocedritracicnt IDdenfde nesxieweu Cyber space O

own netfHwowekvser, the Execute Order suggests that

conduct offensive cyberspace operations as wel!l

The following section pm@vindemsaibhricgbeosprnceie wr
authorities that govern network defense and cybe

Legislative Authorities

Section NadliofmattheDef eAst FAst hd0G [P aLt.-2 8)f, 2
affthms SecDeeftdsmayd wdr ity to conduct niliklitary acti
proveslsamguage 1s $Seicentiiloar %54 tohfatf iimal conference

.R. ,1354@ National Defense Autllmoriha st ivem sActn ,f dorl
ecrtreafifhamst he Secretary of Defense has the aut
yber.lnp paa t e k adtiehfaite stthe Secretary of Defense has
landestine cyberspace activities in support of
ut horized use of force outsisdeybdrameadhadscat St
f D¥The section highlights the blurred lines b
ntelligence activities, particularly with respe

hlte. Eode refer toof dciosmmanncdt acnhda immiss si ons bel onging
telligenceTh@.eByxbers, Cammapred,t itvhee ymi 1 it ary
fensive operations in c¢cybelroscpaatceed awidt hs uabn de
e Director of the National Security Agency
er Network Attack, the military parlance f
e t S
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t ot s indistinguishable whi ecuns €d mpamtdedan Ned wda tk
xtrapolation or manipulation.

ccording td al@Bstine opopowmatsioor di nroceo ntdhuatt eids b
overnmental departments or agencies in such a w
l andestine forpoem aat icoonv edritf foepresr at i on in that emph
he operation rather than on "Wmderal etnlte 050 ,t hae

o

13

covertiscsubpect to presidential finding and I nf

requirements. Traditional military activity, alt:@t
Tit lU Sx0vert actiinonB edceffilidniatsi otnhe 1 dentity of the
traditional military activity may be well known

According to the Joint ExplanatoHyRSta##égment of
25, 19898di;tional military activities
U.S. Military Given Secret “Execute Order” on Cyber Opera:

http://blogs.fas.orgecrecy201403/executeorder!

59 The previous version would have given the Secretary of Defense the authority to conduct clandestine cyberspace
activities in support of military operations pursuant specifically to the Authorization for the Use of Military Fdrce (
107-40; 50 U.S.C. 1541 note) outside of the United States or to defend against a cyberattack on an asset of the
Department of Defense.

60 Department of Defense Dictionary of Military and Asstwed Terms, Joint Publicatiofi2, as amended through
August 15, 2014. [reconcile with similar footnote above]
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include activities bymilitary personnel under the direction and control of a United States

military commandefwhether or not the U.S. sponsorship of such activities is apparent or
later to beacknowledged) @rreding and related to hostilities which are either anticipated

(meaningapproval has been given by the National Command Authorities for the activities
and oroperational planning for hostilities) to involve U.S. military forces, or where such

hostilitiesinvolving United States military forces are ongoing, and, where the fact of the
U.S. role in the overall operation is apparent or to be acknowledged publicly.

this reading, a clandestine oper abeicoanusfeal 1 s u
e i1identity of the sponsor 1i%]mauntd’oegdernradailoends. He
t her tolpam g atvheerstdrr o ¥ i sbpeotnwseheens approval and repo
quiremen tdsi rfeocrt endi Iciytbaerryst haos e wperdaitcit ends baynd he
mmunity. By requiring quarterly briefings to t
nguage would also apfipcelaarn dfocdtta dadnr ¢ s o nadnemetng at
t fdva stiygnationrdoron wgbbkd ohbert the strict ove
covert cldowevereonfpsion may remain regarditige proper role and requirements

of the military becausesome cyber operations may contain both covert and clandestine elements

Anothe consideration is the military’s responsibil
committees of computer network exploitation acti
the environment. ”
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Executive Aut horities

December 20®dp mBr odfifdecwoetdhcegbeaskbcuaboyt goal s 1
ministration wostdepgthaaingnftetddriapk leadershi
vel opgapgpe matxiton secure computers and networkin
d prgottcet ildl infrastr uwcytlkusrpei &hdangpeF. € b ¢ mhiaer g 0 2 10 & © 3 t
itiadtacyd iant6ée0r a gency revieWwm wittrlm ttelgad cg dala mefwod &
sttheat federal cyheesappropyi sthoeulricacidn v eagnrdat e d,
ordinated with Con$?Thes Whndet He (Cpyebiew astpeaacsee dt o h
l'i cyi Re Ma ¢W2 0 & % ahte tPirnees,i dte®tth aatn nt chuen cAeddni ni st r at
ufpdirsue a new comprehensisediagptaddamdfoasdecwmcit
a he was creating a new White Housme office to
n r cybersecuritry epdo It'iCy }a ¢ o ftalSiesairgd ¢ d otf ¢ etnh ¢ ed fe
e President and responrnybbkrecel faotreid¢ gpoorldiicniaetsi.n
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6l« Report: White House s GNNDEcémbers,20081tn:dwwer.gnb.eom20BEECH/A2t y |,
08/cyber.security/

2The White Hous e, irettPthedNationdl Security &nid klamelan® Security Advisors to Conduct
I mmediate Cyber preSselease, Febryary®,e2008p://mywi.whitehouse.gotlie-pressoffice/
presidentobamadirectsnationalsecurityandhomelandsecurityadvisas-conductim.

63 The White HouseCyberspace Policy RevieMay 29, 2009http://www.whitehouse.goassetsiocuments/

Cyberspace_Policy_Review_final.pti ¢ Whi te House, “Cyberspace Policy Review
2009, http:/Mmww.whitehouse.goelberreviewdocuments/
The White House, “Remarks by the Presi ¢gressrelease,Mays28,curing Ou:

2009, http://www.whitehouse.gothle_press_offic®emarksby-the-Presidenin-SecuringOur-NationsCyber
Infrastructure/
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with the threats directed at U. S. technol ogical
threats to U. S infrastructur eo apnodiaikc€yhsr asset s
I n atbhseence of Liegidhk2 ObamacAdmnounctedtaonew
Presidential policy directive related to U.S. Cy
classified, and began draddcumigt pnprxettuce v,e brde
136Bfmproving Critical |nfehsasadtafeefCybeysecunonf
debate and review

At the federal l evel, five executive orders and
defensgstvyen in cyberspace:

-‘ODOOEszlEUUDO‘w/UIUDEiéODEOw#DUiEUDYikax

#DUI EOBYIHTw"tOOxUI T 1 OUDPYI w- EUPOOEOwW" aEIl UUI EUU

The Obama AkiybéesspaceoPRPobdn yt ReevG@oempr ehensive N
Cybseercurity Inatnahedei §d CN&h Geloy g200W8 Bwsh Admin:
via a classified®Thre CNCdntisdlabdisdetdi ae multipron

federal godentmdytthreats, addfesmayebamommuni ca
vulnerabilities, and respond to or proactively a
protected data on” secure federal systems.

/ Ul UDEI OUPEOuw/ Qb E3y &P Cybek Qpbratibns Pojcy

PresidenmpOlbamma2 (e do nP PD. S . Cyber Operations Polic
Al though subsequently 1 e 8RB &t oc otnhtee nptusb Iriecmaiinn J u
classified, with the exception of what the White
Wes hi ngtaomt iPolsd published on November -2000:;, 2012 as

For the first time.. the directive explicitly makes a distinction between network defense

and cybetoperations to guide officials charged with making oftepid cecisions when

confronted with threats. The policy also lays out a process to vet any operations outside

gover nment and defense networks and ensure that
and privacy are protected and international laws of war a@ned.

The article went on to quote an unnamed senior a
defense and of fmert sweo,r kc ldaerf ie firyseie ndgo sit nhgehta tn sy ade your
net wo€kbeperations i1is stdffeougridenghathastpgor, c
that for what might $% called defensive purposes

65 CRS Report R4167&errorist Use othe Internet: Information Operations in Cyberspabog Catherine A.
Theohary and John W. Rollin€RS Report R4250TCybersecurity: Authoritative Reports and Resources, by Tbpic
Rita Tehan

66 «“The Comprehensive National Cybersecurity Initigtivitp://www.whitehouse.goigsuedoreign-policy/
cybersecuritydationatinitiative; National Security Presidential Directive 54 / Homeland Security Presidential Directive
23 (NSPD54/HSPD23).

67 CRS Report R4042Tomprehensive National Cybersecurity Initiative: Legath®rities and Policy

Considerationsby John W. Rollins and Anna C. Henning

68 Joshua Eatgri‘American cybefttack list uncovered Al Jazeerahttp://america.aljazeera.coanticlesmultimedia/
timeline-edwardsnowdenrevelations.htmlaccessed August 12, 2014.

69Ellen Nakashima “ Obama Si gns Secr e tybel@ttackdéWashingtan Postlovdiber 4, Thwar t C
2012.
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PPDPO c¢closes a perceived gap in the authorities 1

cyberspace, a gap that has notdobsemotaddreasednby

powers for federal] hgwonwvees by dhesetmniufahyng be

and cyber operations, it pr o?3si deusl eas poofl iecnyg afgreammee

cyberspace. As speWhifti &« dalhdcyts RéPd3elerti, bed i n t he

T takemst o account the evolution of the threat a
t hreat;

T est abplriisnhceispl es and processes for using cyber
integrated with the o6al$; array of national s

T prova delbwo ever nment approach consistent with
domestically and internationally and articul:
Cyber;space

f mandahaetUnti t & dt aSktea ttehse 1 e a s t action necessary
and

1 priomiettiwmesk defense and law enfotcement as p
$RITEUVUUDWHWIUEXx UAYDOT w" UPUPEEOwW( Of UEUUDUUEUUUI
The White House released. EDhil3 68%d omt #F#ibty atall gyt 1 2
i shpeolaof hlkni Sedtes to enhance the s éscucrriittyi caanld r e
infras(tQGdupcd utroo maintain a cyber environment that

and economic prosperity whsbhkecpndmdenngadafgtypr
civil ”( Stbiehnt i §he order:

T expainndf or mat i on s harbientgweaennd tchoel lgaobvoerrantmeonnt a n c
private sector, including sharing classified
developed dorndbet defbrlcatsoer st;o ot her

T deved opoluntary framework of cybersecurity st
Cl protection, through a public/private effor

T est aebal icschnsul t §abrvemproveng CI cybersecurity;

T iden€lfwpekiadly high priority for protecti o1
process;

T est aebal ipsthogram with incentives for voluntary
Cl owners and operators;

T revsiceybwersecurity 1 etgou ldacttwdrremtibhesgy u iamr eme nt s
sdficient and appropriate; and

1T incorspeiataey and civil liberties protections

In addition to codhktyongetrhprbECSepr sogram,fitc 1 e s

and thepesecfioec agenDepsrtmentwel bf a€ommer ce, De f e
t hiet el lcognenmaeée ty, the General SO@ffVicesofAdMamage¢ema
and Budget, addressed bel ow.

“Cheryl Pellerin, “DOD Ryebaedri n@psesr aEtl ieommesn™ sU.CS.u cDeapla rttomeCnt o f

Forces Press Servidattp://www.defense.gomewshewsarticle.aspx@=120381
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/ UbBI OUPEOQuw/ OOBDE VOADEEOWY VI WEUUUUEUUUT w21 EUL
Al gn wWE® hl1 368 6Whitte House released Pr2Ekji,dential P
“Critical Infrastruc’twhriec hS eacduprrictstyse ecastnidobRleosfi 1 G Ie.n cPeP
edes Homeland SecuritdrRtlansfiadaesnttrivaclt ulxier ¢ ¢ t

fication, P r’iroerlietaiszeadt iDoenc,e naBnddr sPér@oktse2c6t0i3o.n ,P

supers
I denti
strengtltamr ittlye asnd resilience of CI by

T clarifying functional relationships among f e«
establis hmeDnHtS oofp esreaptairoantael centers for physic
infrastructure;

T identifying baseline requirements for 1infor m:

T applying integration and analysis capabiliti:c
risks and impacts, recomm¢nadnprevadt suppand 1
incident management aamwWdrestoration efforts

1T organizing research and development (R&D) to
enhanc emoidmeplaicntg capabilities, and support str

The directivéEéiprovspgensspetitspesi focDHSeandethea
the Departments of Commegtrhhmet,e |Iluontgeennmigdedt,ey J ustice,
General Ser vi caensd Atdhmei nHesderaaali oGlo mmunications Com

-EUPOOGEOWUBUDUBUW/ UOW!I EUPOOHO @EDU «EME wnUE O] b
#1 11 OUTl w2UxxOUUwi OUw"pPYpPOw UUT dubpUPI U

The National Infrastructure Response Plan (NIPP)
agencies and private sectoart | owmwmega vheoronf mecmrti taincda 1p ri
seccroirti cal infraworkctogemdtimgkshahdlemchieve sec
resilTiheencNyl PP 2013 meePPDRtICad iteaguilrdmdntas tafuctur
Resil’m ence.

The pldedsesasefsuoppot fracaftechrosrsittmieB3® Don t o help civi
respond to a domestic emergency or other domest:
through the military services, the National Guar
cybecrwrity mission, DHS leads the interagency wi
Incident Response Plan outlines roles and respon
response to a ddAhstsi planbdiNdmnidddaFr BRHESswpoor nks, e

a tiered response guide for 1local, state, and fe
emergencies. A 2010 memorandum of agreement bet w
cooperation between the twoadntiythi®as awistehh srespec

International Aut horities

The BODPole in defense of cyberspace follows the
outlined above. For the military to respond to a

“The Whit er iHtoiusal, I“oCfr ast r uc tRresidentidl®alicy Directiye 2¥ebdiaryRl2,s i 1 i ence, ”
2013, http://mww.whitehouse.gothie-pressoffice/201302/12/presidentialpolicy-directivecritical-infrastructure
securityandresil.

72 Department of Homeland Security, National Cyber Incident Response Plan, Interim Version, September 2010.
73 Accessed atttps://www.dhs.gowlibrary/asset20101013dod-dhscybermoa.pdf
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uneuds ta nbde ains sorder must be executed. Ho we v
s international for hat may affect ho
e and when a military respiohesse 1s warr a
y what the military will do, the decisi
epart ment of Defens rganizes, trains,
n s
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no interbeetnodahftedt cuwspeéantcad trheylvattoi orne
cyb®Onspapparent reason for the absence of suc
vernance of cyberspace has largely been the pu
chheasl ntternet Engineering Task Force (IETF) an
mes and NumbBowsev ¢t CANND I y motivated cyb
mmon and, although diffi o eanttribute, of
vol vement . More importan erhaps, states

nse of urgency regarding reation of mnat.i
d cyberoffense.
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74 The White Housel)nternational Strategy for Cyberspadday 2011 http://www.whitehouse.gositestiefaultfiles/
rss_viewelihternational_strategy_for_cyberspace.pdf

75 Remarksof Harold Hongju KohLegal Advisor U.S. Department of Statat a USCYBERCOM Intehgency Legal
ConferenceFt. Meade, MD September 18, 2012.
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United States will respond to hostrielaet atcot souirn cy
coudThy. International Strategy goes on to say th
means nedieplsamayt ic, informatiasnadppmoprtareg, aandd
consistent with applicalled olrew,miand aerxyh afwsrtcien gvha
possible.

InternationaBuiUodnisnegn sAucst i vi ti es

One of the DefehneeO®Obhpteonats Soifsattieog ywofrokr Cy ber s
inter n&ttoi oennacloluyr age responsible behaoavidosrapd opp
net works and systems, dissuading and deterring n
defend natAogmradwiamg etwareness of the threat envi
t wo major international pirnotceersnsaetsi ogneaalr eedk pteorwa rcdo |
rnational cyber authorities.
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®“Jack Goldsmith, “Cybersecurity Treaties: A Skeptical View
http://media.hoover.orgitestlefaultfiles/documentdfutureChallenges_Goldsmith.pdf He cites “vague def i nji
reservations by signatories, and loopholes as reasons for its lack of success.

"Council o f eEnutrioopne ,0 n“ (Coynbve r ¢ r i me , CETS No. 185,” accessed F
http://conventions.coe.ifffeatyCommunChercheSig.aspPT=185&CM=8& DF=& CL=ENG. See &0 Michael

Vatis, “The Council of Europe Convention on Cybercrime, ” i
Informing Strategies and Developing OptidosU.S. Policy (Washington, DQ\National Academies Press, 2013,

207-223.

78 TheabbreviationCT, which stands fomformation and communications technologies, is increasingly used instead
of IT, (information technologigdecause of the convergence of telecommunications and computer technology.

7 United Nations General AssembRepat of the Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International Secimity30, 2010http://www.un.orgda/
searchview_doc.asp§ymbol=A/65/201

8%0ona Hathaway et aAlt.t,aGdif@miseLanw Reviewdgho.d (2612)http://papers.ssrn.com/
sol3papers.cfmébstract_id2134932
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cyberspace rse mapipnl.i cTahtei olhaewwo a b d appeatuations wh
causes physical damage, such as disrfTagtdiaoam of an
Manwalldresses many%of these questions.

aertg t he 71 es pon$tiebmhpeo rnaartyi oann da nidi’satrreui mdnt el L g s d at e
f the %iSiianiataironc.aveats apply to such counter mea:
ffects on innocent parties.
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This body of 1 nstétraonwtsitomtads Ilmavy rredsagend to inter
that do not rise to the Fdeevfedlh soefd oaens anronte de xaptrteascsk
address cyberattacks but presumably would be app
t
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Since the 2007°NaAtTtOa bk somsEatbdrnishhed authorities r
with the goals of advancing strategy and central
policy on84ca3ntderachefaesrssoeciatedeaicihoﬁoli]lanawdrehadi
Communications and Information Agency (NCIA) was
centrali®dheoNATOfE€yber Center of Excellence 1oc
another source of legal analysis.

(OU1 UOE UPEXDEMUBBEOEUDOOUwWL1I T UOEUDOOU

Thlenternational Te l(elcToUpmuneigcual taitoens Umitoenr nat i onal
through binding treaties and regulations and non
interference 'owa mithu wit hawtricems t saemds pesmiatt econtrol of

telecommunications for security purposes. The re
military cyberattacks. Also, ITU apparently has

85For a detailed discussion, -Atta dht ERSReport RLBL/&,] ., “The Law
Information Operations, Cyberwarfare, and Cybersecuritgp@bilities and Related Policy Issuéy Catherine A.

Theohary James A. Lewis, Conflict and Negotiation in Cyberspace (Center for Strategic and International Studies,

February 2013https://csis.ordiles/publication130208_Lewis_ConflictCyberspace_Web:pdf Ma ry El l en O’ Conne
and Louise Arimatsu, Cyber Security and International Law (London, UK: Chatham House, May 29, 2012),
http://www.tsa.gogitesflefaultfiles/assetgidf/intermodalpipeline_sec_incident_recvr_protocol_plan.pdf

2Hat haway et al .-At tdph86/. Law of Cyber

83 SeeCRS Report RL31787nformation Operations, Cyberwarfare, and Cybersecurity: Capabilities and Related
Policy Issuesby Catherine A. Theohary

84 The concept document (availakathttp://www.nato.intépsenhatolivebfficial_texts_68580.htinstates that NATO

will “develop further our ability oyberattacks, naudingbyudingt ect , defe
the NATO planning process to enhance and coordinate national cyberdefence capabilities, bringing all NATO bodies

under centralized cyber protection, and better integrating NATO cyber awareness, warning and responsebeith me
nations.”

North Atlantic Treaty Organization,htp/Madnato.inttpgen/Cy ber Def e n
SID-537741AA89F4BEF4nhatolivefopics_78170.htm?

%Hat haway et al . -Atftdbk. LaweofalCybeAnthony Rutkowski, “Publ ]
International Telecommunication Instruments: Cyber Securit
13-31, http://www.emeraldinsight.cofournals.htmi&zsn=14636697&volume=13&issue-1 &articleid=1893240&

show=pdf& PHPSESSID9r0c5maadspkkd9li78ugbjee3
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Some bodiati ofali nt®@awn especially those relating
applicable to cybersecurity; for example by proh

ot her conduct that mi8khhitl ajtecorpaalrldyi,z emuatvtiaabtailoéng ssla f
between countries may be applicable for cybersec

#1 11 O0U1 w( GUUOUUOI 6UU
The United States ha signed 16 treaties and oth
European Union theht si;ncil deyjnmosmhy of classifi

defermnsleated information assurance and protection
reports, the United States and Australia have a
defnse treaty, declaring that a cyberatdtack on o

UiT Uw( 601 UOEUPOOEOwW. UT EOPAEUDOOU

A number of regional associations of mnation stat
statements of isnecewmrti try,l aitnicnlgu dion g:yber

T the G8 Group of States,

T the Asian Pacific Economic Cooperation (APEC)
T the Organization of American States (OAS)

T the Association of South East Asian Nations (
T the Arab League, and

T the Organization f cmird HDeowmrdmipeme@a o o OrEaCtDi)an a

However, none of the documents issued %y these o

2 1 UOxOUI Ew( 001 UOGEUDPOOEOW" OET wdl w" OOEUETwi O
In September 2011, members of ndhaludhngghuss iCoopr
China, submitted a proposed voluntary code of <co
placed on the U.N. %Hetnse rfaolc uAss soenmbtl hye argiegnhdtas. o f g
“reaffirming that poblaeyeduphdbtityifenebniernbe

St ataemso,ng ot her concerns, led to resistance from

SHat haway et al .-Attdbk. Law of Cyber

8See, for example, Lolita Blaulsdorra,l i“aC ylbreera tSye c”’u rSietcyu rAdidye do nt oN
http://www.msnbc.msn.cona/44527648istechnology_and_scienecurityt/cybersecurityaddedus-australia
treaty/

89 For summaries, see International Telecommunicatioiot) Global Cybersecurity Agenda (GCAlobal Strategic
Report,2008,http://www.itu.intbsgtsdtybersecuritygcaglobal_strategic_reptiglobal_strategic_report.pdf

b}

®°Ministry of Foreign Affairs of the People’s Republic of C
Document of International Code of Conduct for Information
http://www.fmprc.gov.créngzxxx/t858978.htm

91 Among the concerns cited were the absence of provisions on international law enforcement and combating
cyberespionage; its call for internatiokab o per at i on relating to “curbing dissemina
“political, economic, and social stability” and “spiritual
censorship policy (Jeffrey iGarsr,l n“tde rParaotbiloennasl wliotdhe hfi nCao nadnu
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2" SWSEUOAWBEUDODOT wil UOBOUUDPOO
of

Under the auspices the OrganizatEi)gn itho20Secur
and 2012, the United States, Russia, and other ¢
would warn partieospeceraartliyo nosn nwhgehnt clyebaedr t o unint e
were unable to reach®Atomoegl usomam dheeresnd ultd oa
interest in such an agreement, others doubt 1ts
the difficulties of attributi®n, among other pro

(34w# UEEDPwW2U00ODU

The I TU conbvVdn€dnfhee®Wor on International Teleco
United AradlurPDmigeantielx0 320 review the International
Telecommunications-uRegwl dthiceosummlin,tmanyusecurit
concerncboveedtheaeture of thlet¢nddkts aeaandt febhradapn £
entities such aN aln@ANNgoonvaehramr nde ntthse. UAl t hough t hes
proved to be largely baseless, a nc otnhter’sPvecorpslieal d
Republic of China whiDsi sasdeonpttiendg acto utnhter iseusmmiitn.cl ud
that this recommendathhtoar wétl lcersaddsdhim aeccredpra

I ssues for Congress

Aut horities: Is Current Law Enough?
Does the military have the authorities 1t mneeds
Some have argued that to fulfill 1ts homeland de
increased authority over pec¢ctvror. s ¥eott obusirnds s ad
particularly in the IT secmot,jtaeaconzaetdonhat clbes
that would create distrust among consumers and s
innovation, l e adfiintgs .t 0oOtdheecrrse aadsegsn eil nt hparso t & e f mg h
wars, rather than t'so byHert ede fae psreisv.at e company
As discussed, the international community must ¢
regarding wh #atr nmeddt”att iktawtke si nacyber space and what
cyberattack as an act of war, an incident of nat
and specific consequences articulated, deterrenc
had, a lack of redlines and consequences could ¢
gives the U.S. military operational maneuverabil
concerns as mnew legislation reogaopdisegl.critical i

S e ¢ u DigitalyDad; September 22, 201kttp://jeffreycarr.blogspot.cord@01109/4-problemswith-chinaand-
russias.html

2Aliya Sternstein, “U.S., Russia,-WoOrheéengNe®gove ond Near Agree:
CybersecurityDecember 5, 201&¢tp://www.nextgov.contybersecurity201212/usrussiaothernationsnear
agreementyberearlywarningpactb9977/ Al i ya Sternstein, “Cyber Early Warning

B a 1 Wexigdv: Cybersecuritypecenber 7, 2012http://www.nextgov.contybersecurity201242/cyberearly-
warningdeatcollapsesafterrussiabalks60035/

2

BGoldsmith, “Cybersecurity Treaties: A Skeptical View.

%4 Deep packet inspection allows the content of a unit of data to be examined as it travels through an inspection point, a
process which enables data mining and eavesdropping programs.
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Skilled cyber operators are in demand in the mil
professionals tends to reside in the private sec
opportunities for officers wWhobwishetodoipgrsaew ca
occupational specialties and career tracks. Yet
cyber mission may hinder the devel opment of a ro
consider ways to incewtfi taiZd2endndubseslideeen fr ¢ hreuimt
providing special hiring authorities for certain
the clearance process for national security pers
sector ¢qQqbsvalent

How Do DOD and Cyber Command Responsil
Cybersecurity Fit Within the Interagert

Reports have described sWNatWUdDSaY¥BE MCa@sMi onb dc a fner ¢
protecting the networkstthet Gndengifhdtctheimal]o
critical infrastructure resides 1in the private s
do USCYBERCOM teams protect these Possets during
Comitathwhse prohusoing omha gmiilhistary for domestic po
national teams interact and coordinate with DHS?

Should U.S. Cyber Command Be Its Own I
Command?

The Unified Command Plan organizes combatant con

agas . u. S. Cyber Command is currently organized
cedlirected and located with the National Securit
authority (Title 10 vs. Tithav®Oppuggescticat sd pwi fa
two organizations and giving civilian control to
l evel f a full unified combatant command. DOD h
on the possiblaeceiathplginamemiton Spefcitfhical ly, The Nat

Act for Fi sPcal-2¥Wlazrs KRsO 1i3n“{Swcaienng@#6 individual
as a commafaida combatant command that conducts ov
operations under Title 10, United States Code, a
intelligence community that conducts cofWert cybe
1947.7”

Is a Separate Cyber Force Necessary?

Given that the DOD views cyberspace as one of fi
Congress contend that a separate cyber force, ak
Corps, i s necaddraersys ttoh ep rmipleirtlayr y aspects of the
to thkamated aspect of cyberspace in which all s

What Are the Authorizing and Oversight
Jurisdictional Implications?

As previousllwr rded cluismsesd ,bebt ween operations under
authorities can complicate efforts to deter mine
process. What does this ambiguity mean for congr
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operations taken place without <cong
Defée&snsreole in responding to cyberat

-
o @
o »
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Current Legislation

The National Defense Auth@r Lz2988mt Acnhs foomé&isc
provisions related to DOD. cVbhessepuaovityi amd: cyb

T require reporting
on

on cyber incidents with r
symseof operat.i 11

e
y critical contractors art

T requiPrrei ntChyepad Advisor to 1denstuifffyi ciinepnrto ve me n
civilian wordEIBERCOM swmgpeowmmponents.

T direct a epcrroygprtaino no fteod ti nfsopre ctth rceoant s and 1 nsid:c
within DOD net wor ks.

T state the Sensse [oCfANNo ntgurrensss ttbloagtl oabal c ommuni
leader shplpoultd obnel ygiivfenas surfamrc esurarentpr ovide
l egacy Iws endi mbyw tlh@GD UW. aSd n ngeon t

T direct t hat a new mission forces, training, 1
associated programmatic elements be submittec

1T staSensae of Congress for consideration regard

in defense agaigister ytblepiat tewmikgque n private an
pubddact ors amreda¢xionshngpgs with local and civil
e me r greenscpyo n s e
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Appendix. Ti mel i ne of Int é&rnationa

Febr warnye K898vo was the asenmndefdmtehaefi watr, ]l an;
Serbian forces cyberattacking the North Atlantic
bombed S&Srbibd,anpthacker “Blraocukp”’saHtatnsadwe, kle da sNAflDe U. S. |
UKInternet anfireesmputensevi ai mDfoeSc tactd aecrkasi la.n dl w i tr]
States, the White House website was defaced. The
At NATO Headquarters in Betllgd uwngr ai pwikds wa lalfwas r
inoperable fPfO9irmuletvenr adsu delangasi .INATOr ver was flooded
ema’ iDluri ng the Kosovo conflict, a NATO jet bombec
May 1999. The Chimes a eRead i Hacckde tb yAlllaivannc hi ng t h o1
against U.S. gd&8vernment websites.

OctoberRid2G®0:in the Palestinian territories spar]l
and Palesltsimaelnis .a tPtraoc ks t aorfg ettheed Ptahlee sotfifniicaina 1A uwt
Ha ma s , and the gePvaclrensmeimti aonf hlarcakne.r sPrroet al i ated
military, telecommunications, me di a, the financi
Since 2000, t hrewaMi dhdalse kEeapstt pcaycbe® wi t h the ground

AprMdy 2DD&S attacks shutdewpawébametas, obahk&ks onim
newspapers, and broadcasters. Estonian officials
to Wkeision €Soevrime vwar wmerho miealal i a% ory cyberatt ac

Sept embelrs r2a0e0l7:di srupted Sduiiaamgathadedbhicege def w
nuclear fa®ility in Syria

July @OWeSBrrnment and corporate wkehbSsoiviidest mend Lit hua
graffiti implicated®Russian nationalist hackers.

AugustGeOOgian government and commercial website
the same time that Russial? ground troops invaded

%Unlessotherwis noted, these events are cited in “Significant Cyb
and International Studiebitp://csis.orgdrogramsignificantcyberevents accessed Augt 7, 2014.

9% Kenneth Geers:Cyberspace antthe Changing Nature of WarfarekeynotespeechJapan, 2008,
http://www.blackh&compresentationbh-jp-08bh-jp-08-GeersBlackHatJapar08-GeersCyberWarfare

Whitepaper.pdf

MJTeffrey Carr, “Real Cyb e ForbemFebiuary 4 2011¢tp:/iwvwi.forbeS.consitedi ve Pi c ks ,
jeffreycarr201102/04keatcyberwarfarecarrstop-five-pickst Kenneth Geers;Cyberspace and the Changing Nature

of Warfare? keynotespeechJapan, 200$ttp://www.blackhat.conpresentationsh-jp-08/bh-jp-08-GeersBlackHat
Japanr08-GeersCyberWarfareWhitepaper.pdf

98 Kenneth GeersCyberspace and the Changing Nature of Warf&eynotespeech, Japan, 2008,
http://www.blackhat.conpresentationgh-jp-08bh-jp-08-GeersBlackHatJapar08-GeersCyberWarfare

Whitepaper.pdf

99 Joshua Davis;Hackers Take Down the Most Wired Country in Eurdpired, August 21, 2007,
http://archive.wired.conpbliticsisecuritymagazinel5-09/ff_estonia®urrentPagesdl.

0«Sjignificant Cyber Event s ” caWdlstérmatiopakStudigsitp:licSis.orgiiagram/e r for St r
significantcyberevents accessed August 7, 2014.

ViIBrian Krebs, “Lithuania Weat KheWashi@tpmostduly3,t2608,k, Braces for
http://voices.washingtonpost.casaturityfix200807/ithuania_weathers_cyber_attac_1.html

102 3o0hn Markoff,“Before the Gunfi, Cyberattack’ New York TimesAugust 12, 200&http://www.nytimes.com/
200808/M.3technologyl3cyber.html?r=0.
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anuar ypoX0 X :t ac kisn oRu sgsiina tsilmgts d ovwn mlhy mg J mst tea m e 1

servers on the same day that the Russian governnn
local ™M irbase.

July S00Wers in South Korea and the Unhetdég State
by NortH# Korea.

June BGI&EKwetm damaged an Iranian nuclear facilit
were implica¥ed in the attack.

S und control

eptembeKe 0Esheakeware was found on gro
unmanne d haierlicddd nd reportedly infected both ¢l ass
net works at Creech Air Force Base in Nevada.

May 2An 2espionagt©lwadaelpl egddled 20 times more c¢comp
was discovered on compuseéery,instiwell ranian Ostl ahb

August “GaQWlsw2:rm infected 2,500 systems worldwide.
been aimed at Lebanese banks, and contained code

August TRC1L2 tSiwowg d ofa Jgursauvuipcer,eportedly linked to
I ran, ‘©®had’d>voimreus to attack major oil companies i
oil supplier, and the Qafisgdina¢mNGDy sRppGaey . a Th
attack on Aramco deleted data on 30,000 computers
control systems.

Septembdun20PBPd3hacker-DgnQagpsdmz]l adnched DoS att
against major U. S “Opfeirnaatnicd hwzl ADitanbQteld. s ami o s s behieve
to have links to Iran and Hamas.

Januar yThX@Ww3  Yor,kallTl m8sr eMats hl ovgit méBh Pomber g News
revealed that they were targeted by persistent ¢

May 0 1I3s:r ael i of ficials reported a failed attempt
compromise water supply to the city of Haifa.

AugustL2dHRS8:r
iIntrusions 1n
related to nu

evealed that the U.S. government pu
2 0 INo ratgha i Kknosrte aR,u sasnida , I rCahni .n aMo s t of
l ea

c r proliferation.

April TR@1l4d4isclosure of the Heartbleed bug reveal
previously considered tcaen asdtaa nmdeaprodr tfleoarn 19n0t0e r ne t
compromised soci™®1 security numbers.

pDaniel McLaughlin, “Li tsbfeyberassaultaafteccollapsesofdvars si an hacker

300 we HrishiTimessJaly 2(2008) p. 1Mhttp://lumen.cgsccarl.comaginurl=http:/proquest.umi.conggdweb?
did=1503762091&id=2& Fmt=3&cl

ientld=5094&RQT=309&VName=PQD.

04« Sjignificant Cyber Events” Washingt on httpliSs.orgftagram/e r for Str
significantcyberevents accessed August 7, 2014.

Ralph Langer, “To Kill a Centrifuge: A Technical Analysis
November, 2013ttp://www.langner.conghivp-contentiiploads201341/To-kill -a-centrifuge. pdf

106 http://heartbleed.com/OpenSSL Heartbleed VulnerabilitCyber Security Bulletins. Public Safety Canada. April
11, 2014 retrieved April 14, 2014SSL (Secure Sockets Layer) is the standard security technology for establishing an
encrypted link between a web server and a browser.
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May 2DH&d4:United States indicted five Chinese mi
hacking, economic espionage, and ot Heuwc lofadrenses
power, amet abd ar power industriAcco€kdli.nSg. hos deni
At orney Gener“Bhi Erie dHodadse,alleging economic es

Chinese military and repres enttsort thfeopred itahSits e ver
hacki®ng.

July TPHWel4United States charged a Chinese entrepr

systems of the U.S. defense giant Boeing and ot
concerning warpll7acas,.g ainmd RlBldiadigl, Fi gB°Aert hets .
same time, the security firm Kape Esnkeyr greetpiocr t e d

Beddwhich targeted more than 2,800 industrial fir

identifiedea RBRuoumpanshabk source, Kapersky refra

any onellocountry.

DecembeUU.83014ybersecurity firm Cylance reported

breached airlines, energy and deafedansien fainr mst ,t aarkd

knowtiOpaesr at i o' Cleaver.
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